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Information Security 
University: Helwan University
Faculty: Computer and Informations
Department: Information Systems
Course Program Specifications
Program(s) on which the course is given: Ph.D. in Information System
Major or Minor element of programs: Major
Department offering the program: Information Systems
Department offering the course: Information systems
Academic year / Level:700
Date of specification approval: March 2010
A-Basic Information

      Title: Information Security   IS 705      
Nature of the program:    (Unilateral)          (Bilateral)          (Common)

      Date of program approval:
      Responsible department for the program:
B- Professional Information

1–
Overall Aims of Course
 The overall aims of this course are describing the principles and fundamentals of information and network security with emphasis on: Basic concepts of information and computer network security; classical encryption techniques; modern symmetric encryption techniques; public-key encryption; system and network security tools and network security practice.
2–
Intended Learning Outcomes of Course (ILOs)

a- Knowledge and Understanding:
On completing the course students will know and understand 

· Define the three aspects of information security: services, mechanisms and attacks. In addition to the principles of number of theory and advanced topics of encryption standards.
· Describe block cipher principles and mode of operations 
· Define and check the Finite Fields and Modular Arithmetic used in some modern ciphers. 
· Describe the principles of Public-Key Cryptosystem. 
· Describe the basic operations and applications of firewalls, Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS). 
· Discuss the cryptographic systems: SSL/TLS, Virtual Private Network (VPN), PPP VPNs, PPTP and L2TP VPNs, IPsec VPNs and Kerberos. 
· Discuss the Malicious Software and Antivirus Approaches.

Intellectual Skills 
Students should be able to 

· Analyze and evaluate classical techniques used for information security, computer viruses and malicious Software. 
· Evaluate Data Encryption Standard (DES) cipher, Triple DES. 
· Evaluate Advanced Encryption Standard (AES). 
· Evaluate RSA algorithm.
· Describe the various methods and tools of firewalls and select the suitable method according the environmental constraints
· Conclude basic principles of finite fields and the number theory
· Critically appraise systems problems and apply creativity to their solution

b- Professional and Practical Skills
On completion of the course, Students will be able to:

· Implement classical techniques. 
· Implement Data Encryption Standard (DES) cipher, Triple DES. 
· Implement Advanced Encryption Standard (AES). 
· Implement block cipher mode of operations. 
· Implement RSA algorithm.
· Apply their knowledge of the domain creatively in developing and configuring a security system using different algorithms, methods, and techniques
· Apply the suitable configurations for firewall and computer viruses
a- General Skills 
On completion of the course, Students will be able to 

· Have oral communications skills through project presentation.
· Learn Team-work skills through project and case studies.
· Read advanced textbooks and research literature in the image-processing field. 

c- Academic standards of the program:
· …………………………..

· …………………………..

· …………………………..

d- Bookmarks:
·  ………………………….

· ………………………….

· ………………………….

e- Structure of the components of the program:
· Duration of the program: ………………………
· Structure of the program: ………………………
Number of hours: 

Theoretical                       Practical                      Total

Mandatory                       Transitional                  Optional

Courses of the basic science:

Courses of the Social Sciences:


Science Foundation Specialization:

Courses from other sciences:

Field training:
Levels of the program (in the credit hour system):  Does not apply
The first level / first year: Pass ………necessary units, distributed as following:

           Mandatory                       Transitional                  Optional

The second level / first year: Pass ………necessary units, distributed as following:

           Mandatory                       Transitional                  Optional
Etc………………..

3-
Contents
	Week no.
	Topic
	No. of hr(s)
	Lecture
	Tutorial/

Practical

	1
	Introduction to Information Security 
	3
	3
	-

	2, 3
	Classical Encryption Techniques 
	3
	3
	-

	4, 5
	Block Ciphers and DES 
	3
	3
	-

	6
	Finite Fields 
	3
	3
	-

	7
	Advanced Encryption Standard 
	3
	3
	-

	8
	Block Cipher 
	3
	3
	-

	9
	Introduction to Number Theory 
	3
	3
	-

	10
	Public Key Cryptography and RSA 
	3
	3
	-

	11
	Firewalls 
	3
	3
	-


	12
	Cryptographic Systems: SSL/TLS, VPNs, and Kerberos 
	3
	3
	-

	13
	Computer Viruses and Malicious Software 
	3
	3
	-

	
	Final Exam
	
	
	


	المحتويات المقرر
Course contents
	اسبوع الدراسة
Week

	المعارف الرئيسية
Major knowledge
	مهارات ذهنية
Intellectual skills
	مهارات مهنية
Practical skills
	مهارات عامة
General skills

	Introduction to Information Security 
	1
	A1
	B1
	C1
	D1, D3

	Classical Encryption Techniques 
	2, 3
	A1
	B1, B2
	C1
	D1, D3

	Block Ciphers and DES 
	4, 5
	A2
	B2
	C2
	D2, D3

	Finite Fields 
	6
	A3
	B6
	C1
	D3

	Advanced Encryption Standard 
	7
	A1
	B3
	C3
	D1, D3

	Block Cipher 
	8
	A2
	B7
	C4
	D3

	Introduction to Number Theory 
	9
	A1
	B6
	C6
	D3

	Public Key Cryptography and RSA 
	10
	A4
	B4
	C5, C6
	D2, D3

	Firewalls 
	11
	A5
	B5
	C6, C7
	D3

	Cryptographic Systems: SSL/TLS, VPNs, and Kerberos 
	12
	A6
	B7
	C6
	D1, D2, D3

	Computer Viruses and Malicious Software 
	13
	A7
	B1
	C6, C7
	D1, D2, D3


· Courses contents:

                      Course no:

                      Course name:

                      Content:

· Program requirements:
…………………………………………………………………………

…………………………………………………………………………

…………………………………………………………………………

· Rules governing the completion of the program
………………………………………………………………………...

………………………………………………………………………...

………………………………………………………………………...

· Methods and assessment rules out the program:
	The method
	What measured from the intended learning outcomes


	
	

	
	

	
	

	
	

	
	

	
	

	
	


· Program evaluation methods:
	Evaluator
	The method
	sample

	Final year students
	
	

	Graduates
	
	

	Business owners
	
	

	External evaluator  
	
	

	Another methods
	
	



Course Coordinator: Prof: Yehia Mostafa Kmal Helmy
Signature: 

 Date:  5 /6  /2010  
Revise course specifications 
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